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well as the mainstreaming of hate speech and polarization. In addition to research,
there have been antifascist activists who have been engaged in doxxing members
of the far right who are part of our schools, our militaries, and governments.
Releasing the private information of members of far-right movements to the
public has created interesting policy and law enforcement dilemmas. With respect
to law enforcement, can doxxing be used as a tool to force individuals to
disengage from groups? For social media companies, doxxing violates their terms
of service, but should an exception be made in these instances since it purportedly
serves a public interest? For this paper, we interviewed 10 former members of the
far right who have experienced doxxing over the last several years. The paper
explores what happened, the immediate and long-term effects of doxxing on their
lives, and ongoing challenges of being exposed against their will. We conclude
with some policy recommendations related to the costs and benefits of doxxing on
these individuals but also society at large.
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Introduction

Research on far-right extremism has grown substantially over the last decade, driven by
significant political and social events. The election of Donald Trump, and attacks such as
those in Christchurch and Buffalo, have highlighted the increasing threat of far right
ideologies (Veilleux-Lepage et al 2020; Amarasingam et al 2022). This period has also
witnessed the mainstreaming of hate speech and polarization, facilitated in large part by social
media platforms. Alongside these events, a dedicated group of antifascist activists has
emerged. While they engage in many activities, one of their more controversial tactics has
been the practice of doxxing members of the far right.

! Corresponding Author Contact: Amarnath Amarasingam, Email: aal52@queensu.ca; 99 University Ave,
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Doxxing, the act of releasing private information about individuals to the public, has
been used as a tactic against those embedded in far-right movements within our schools,
militaries, and governments (Amarasingam et al 2024). This practice has sparked significant
policy and law enforcement dilemmas. Can doxxing be a legitimate tool for law enforcement
to force individuals to disengage from extremist groups? If so, law enforcement could, at
times, strategically release information to journalists and activists anticipating that the
consequences might benefit society. Should social media companies make exceptions to their
terms of service in cases where doxxing purportedly serves a public interest? Such activities
would generally be against the terms of service (TOCs) of these companies, but should
exceptions be made?

The complexities surrounding doxxing extend beyond these questions. Doxxing
challenges fundamental principles of privacy and raises ethical concerns about the potential
for harm. While some argue that doxxing can expose dangerous individuals and serve a
greater good, others contend that it can lead to harassment, loss of employment, and even
physical harm. This duality makes doxxing a contentious issue in both legal and social
contexts. These are the questions we set out to explore in this paper, with a particular focus on
how doxxing far-right extremists has impacted their lives.

For this paper, we interviewed ten members of the far right who have experienced
doxxing over the last several years. Through these interviews, we aim to explore what
happened to these individuals, the immediate and long-term effects of doxxing on their lives,
and the ongoing challenges they face from being exposed against their will. By examining
their experiences, we seek to provide a nuanced understanding of the costs and benefits of
doxxing, not only on these individuals but also on society at large. As will be shown below,
our findings suggest that while doxxing can disrupt harmful activities, it also has significant
personal and social repercussions that must be carefully considered. In the conclusion, we
offer policy recommendations that balance the need for public safety with the protection of

individual privacy.
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What is Doxxing?

Doxxing is defined by Briony Anderson and Mark A. Wood as the “practice of publishing
private, proprietary or personally identifying information on the internet usually with
malicious intent,” (Anderson and Wood 2021, 205). They argue doxxing falls under the
broader category of technologically facilitated violence (TFV). However, Anne Cheung
argues that doxxing does not always have malicious intent associated with it as doxxers may
believe that the doxxing is moral in that it is exposing people that are threats to social welfare.
Thus, the doxxer may have a positive intent to improve the safety of their communities
(Cheung 2021, 577). This disagreement over the definition of doxxing demonstrates how the
topic of doxxing is fraught with debate.

While there are debates around doxxing, scholars have developed largely agreed-upon
explanations for the process of doxxing and its motivations. Roney Simon Matthews, Shaun
Aghili, and Dae Lindskog highlight the stages of doxxing in their paper, which are find,
verify, link, agglomerate/accumulate and publish. They explain that at the end a dossier is
published that includes all the accumulated information about the person being doxxed
(Matthews et al. 2014, 2). Anderson and Wood found through their research that there are
four categories of loss that a victim of doxxing may experience: (1) deanonymizing doxxing;
(2) targeting doxxing; (3) delegitimizing doxxing; (4) Loss of competitive advantage
(Anderson and Wood 2021, 206). The first three were originally developed by D. Douglas in
his 2016 article “Doxxing: a conceptual analysis”, while the fourth was developed by
Anderson and Wood, and specifically refers to the loss of economic standing usually due to
the doxxing of proprietary information (Anderson and Wood 2021, 206).

Anderson and Wood also found that there are seven forms of motivation for the act of
doxxing. None of these motivations are mutually exclusive to any other. These seven forms of
motivation are: (1) extortion doxxing; (2) silencing doxxing; (5) retribution doxxing; (4)
controlling doxxing; (5) reputation-building doxxing; (6) unintentional doxxing; (7) public
interest doxxing. (Anderson and Wood 2021, 208). Extortion doxxing is done to extort money
or other compensation from the victim. It may be done through the threat or actual act of

doxxing (Anderson and Wood 2021, 208). Silencing doxxing is specifically used to push a
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person off an online forum, and it is usually in the form of a threat rather than the actual
release of information (Anderson and Wood 2021, 209).

Retribution doxxing is done to punish a person for a (perceived) indiscretion. This
form of doxxing also encompasses doxxing motivated by political interests, in the sense that
the individual being doxxed or threatened with doxxing may have controversial or opposite
views. It further encompasses people who were victimized by the doxxee but did not receive
an adequate resolution through the formal justice system (Anderson and Wood 2021, 209).
For example, if a sexual harasser was not adequately held accountable by the criminal justice
system, their victim may publish their information to warn others about this individual.
Controlling doxxing essentially describes a motivation that is directly opposite to retribution
doxxing; it describes the use of doxxing for coercive control, usually by an intimate partner,
as a part of a larger practice of violence/abuse. Reputation-building doxxing tends to be
specific to online communities, like hacker groups, wherein doxxing is used to demonstrate
the individual doxxing can obtain said information and is thus worthy of a place in the group
(Anderson and Wood 2021, 209).

Unintentional doxxing has no negative intent associated with it and occurs due to
negligence. Anderson and Wood use the example of a journalist accidentally, implicitly
revealing the identity of a source (Anderson et al. 2021, 209). Finally, public interest doxxing
refers to doxxing related to political transparency and accountability, as well as dangerous
people, such as sexual harassers. Importantly, this example demonstrates how motivations can
overlap: a person could have both retribution and public interest as coupled motivations
(Anderson et al. 2021, 209).

Social and Psychological Effects of Doxxing

While the intent of doxxers and the act of doxxing itself has been explored by many scholars,
the experiences of doxxees have been largely left unexplored (Franz and Thatcher 2023, 2). In
his 2016 article, Douglas explains the importance of anonymity and obscurity to a person’s
identity. He writes that, “Doxxing undermines what Ruth Gavison calls, ‘our concern over our

accessibility to others: the extent to which we are known to others, the extent to which others
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have physical access to us, the extent to which we are the subject of others attention’”
(Douglas 2016, 202). Control over one’s identity is important to social, intimate, and work
relationships. Douglas explains that anonymity and obscurity are essential to personal security
in all spheres of a person’s life (Douglas 2016, 202). Qigi Chen, Ko Ling Chan and Ann
Shann Yue Cheung also explore the impact of doxxing on doxxees. The authors focus on
teenagers and the use of doxxing largely as a form of cyberbullying. Through their study, they
found that doxxing cause negative feelings in doxxees. Doxxees were found to have varying
levels of depression, anxiety and/or stress, themes that also emerge in our own findings
discussed below (Chen et al. 2018, 7).

Anjuli Franz and Jason Thatcher also explore the effect of doxxing based on
information from 14 doxxees. In their study, Franz and Thatcher developed four categories to
understand doxxees’ experiences: (1) mental health; (2) social; (3) professional; (4)
political/societal (Franz and Thatcher 2023, 10). They found that doxxees’ mental health
declined after being doxxed. They felt paranoid, anxious, suicidal, and depressed. In their
social lives, doxxees found that they now have trouble trusting people, have withdrawn from
social spheres and even have damaged reputations (Franz and Thatcher 2023, 10). In their
professional spheres, doxxees have faced unemployment, bankruptcy, difficulty being hired,
and a lack of support from professional social networks. Finally, in their political and societal
spheres, the doxxees have become more cautious about what opinions they share and have
even radicalized against law enforcement and opposing groups (Franz and Thatcher 2023,
10).

Franz and Thatcher also categorized doxxees’ specific responses to their doxxers.
There are three main categories: (1) approach; (2) avoidance; (3) a combination of approach
and avoidance (Franz and Thatcher 2023, 11). There are several activities within each of these
categories. Doxxees who fall under the approach category confronted the doxxer online and
through legal methods (i.e., reporting doxxing to police), became more vocal about the root
issues that were the reason for the doxxing, armed themselves in preparation for a physical
attack, started psychotherapy, spread awareness about doxxing and actively started to rebuild
their online presence (Franz and Thatcher 2023, 11). The avoidance techniques included

withdrawal from society and physical spaces (i.e., moving house), deleting online accounts,
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and developing numbness to the doxxing experience. The category of a combination of
approach and avoidance is characterized by two major acts: taking physical and online
privacy protection steps to ensure personal safety (physical and mental) (Franz and Thatcher
2023, 11). Thus, while there is a lack of literature on the social and psychological effects of
doxxing, enough has been done to demonstrate that doxxing directly correlates to poor mental

health as well as a decline in social, political, and physical security and success.
Social and Legal Debates Surrounding Doxxing

The social and legal debates around the merits of doxxing are deeply intertwined. This is
because each individual state must decide which path among the three to take. They may
decide the intent of doxxing is always malicious and thus potentially criminal or worthy of
some type of reparation. They may decide that the intent behind doxxing can be variable and
potentially good (and thus punishment becomes unnecessary in certain cases). Finally, they
may decide that as a state they do not wish to address doxxing with any legal recourse despite
it being considered morally wrong.

Anderson and Wood found the current differing legal opinions by various scholars
based on different countries. They found that doxxing could fall under harassment within the
South Australian Criminal Code (Anderson and Wood 2021, 220). They also found that the
United States criminal law is focused on the effect of the doxxing rather than the act of
doxxing itself; for example, people could be charged for doxxing if it helped in the act of
stalking. However, the First Amendment has been preventing the prosecution of doxxing
offenses, as it can be argued that doxxing falls under free speech protections. Anderson and
Wood explain that “bizarrely, the Supreme Court held that the ‘true threat’ exception only
exists if the doxxer ‘subjectively views their actions as threatening,” with no regard for victim
perspectives” (Anderson and Wood 2021, 221). In opposition, Anderson, and Wood highlight
that the United Kingdom and the European Convention of Human Rights have expanded
understandings of information privacy within the right to not be spied upon/surveilled in one’s
private space. They do so while also balancing a person’s right to expression. Anderson and

Wood argue using N.A. Moreham’s 2014 article “Beyond Information: Physical Privacy in
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English Law” that an “expansion of legal language to include the ‘right to be free from
unjustifiable surveillance, search and recording’, would clarify modern privacy problems by
treating online profiles as defensibly private, or at least a sphere of limited access” (Anderson
and Wood 2021, 222). Clearly, based on Anderson and Wood’s research, there is much work
to be done in each state to legally reconcile issues of free speech, privacy, public welfare, and
rights to personal safety (Anderson and Wood 2021, 222). The moral debates reviewed in the
following paragraphs shed light on how various scholars believe this should be done.

Anne Cheung also addresses the debate about whether doxxing can be justified.
Cheung focuses on Hong Kong, where doxxing of public figures has become common. She
argues that this increase in doxxing signifies “a loss of confidence in the ruling authority and
a yearning for an alternative form of justice” (Cheung 2021, 577). She argues that concern for
public welfare can be used as a legal defense if the doxxee is a public figure. However, she
makes clear that the doxxing should only reveal the information relevant to the political or
social issue at hand. She argues that anything further is unnecessarily harmful. She argues that
doxxing is a “tactic of political action and resistance” connecting to the previously discussed
term tactical technical communication (Cheung 2021, 578).

In his 2016 article Douglas argues that sometimes doxxing is justifiable. He writes, “I
will argue that deanonymizing doxxing may be acceptable depending on their rationale for
anonymity and if there is a compelling public interest justification for revealing someone’s
identity. 1 also claim that delegitimizing doxxing may be permissible if it exposes evidence of
actual wrongdoing of public interests, and that the information revealed must only be
sufficient to establish that such wrongdoing has occurred” (Douglas 2016, 206). However,
Douglas draws a line at targeted doxxing as it can lead to physical and mental harm. He
founds this argument on public interest which he views as being restricted to the welfare of
the public. Therefore, Douglas bases the justifiability of doxxing on the intentions behind it
rather than the act itself. However, he does provide the opposing side of the debate to his
argument (Douglas 2016, 208). One is that doxxing has the potential to mutate into
vigilantism, which is not conducive to maintaining a controlled and safe law enforcement

environment (Douglas 2016, 208).
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A Reddit moderator using the name ‘Violentacrez’ was doxxed and revealed to be
Michael Brutsch. Brutsch was a member of the subreddits ‘creepshots’ and ‘jailbait’ which
Douglas explains respectively “featured voyeuristic photographs of unsuspecting women’ and
“photographs of girls under the age of consent” (Douglas 2016, 204). Brutsch was fired
following his doxxing. Douglas uses Brutsch’s case to demonstrate the debate surrounding
doxxing. On the one hand, many of his posts were in line with hate speech definitions and
thus there is a public interest in preventing further posts. This is Douglas’s argument.
However, he does provide the opposing side of the debate: that doxxing has the potential to
mutate into vigilantism, which is not conducive to maintaining a controlled and safe law
enforcement environment. Another opposing argument in the debate is that the harm to the
individual doxxed may exceed the harm to society (Douglas 2016, 209). Finally, Douglas also
argues that the person doing the doxxing should not be anonymous as they should be held
responsible for their actions in both social and legal spaces (Douglas 2016, 208).

While there are moral, social, and legal debates around doxxing, and thus no agreed-
upon ethical framework, Jared S. Colton and colleagues propose the use of care ethics (Colton
et al 2017). To understand this proposal, it is necessary to understand how doxxing falls
within the category of ‘tactical technical communication’, coined by Miles A. Kimball, in his
2017 article of the same name. Kimball relies on de Certeau’s distinction between strategies
and tactics, wherein “strategies are the actions of institutions whereas tactics are the
operations of individuals. Strategies are best understood as attempts to control individual
agency through systems of rules, conventions, and expectations” (Kimball 2017, 3). Kimball
expands on this to explain that “individuals engage in tactics that recognize institutional
strategies and try to find ways to avoid or manipulate the strategies for personal ends,”
(Kimball 2017, 3).

Based on this, Colton and colleagues argue that, “because tactics are an art of the weak
meant to appropriate, subvert, and resist the strategies of (in some cases, oppressive)
institutions, we believe that a technical communicator who is interested in issues of social
justice may be drawn toward applying tactics to his or her political cause” (Colton et al. 2017,
73). Colton and colleagues argue that an ethical framework is necessary to regulate tactical

technical communication, specifically using care ethics, using Adriana Cavarero’s concept of
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vulnerability. They explain that Cavarero argues that vulnerability is an innate human
experience and that there are two opposing responses or reactions to vulnerability in inter-
human relationships: caring and wounding (Colton et al. 2017, 60). They argue that no inter-
human relationship is neutral. Thus, any tactic can be categorized within an understanding of
care ethics and the more specific ideas of caring and wounding, which are in no way mutually
exclusive within each use of a tactic. In fact, care ethics used in this way are helpful because
they are not black and white in that doxxing is not declared as being solely caring or
wounding, but instead each act of doxxing will have its own unique mixture of the two
(Colton et al. 2017, 60).

Method and Sample

For this paper, we interviewed ten former members of the far-right movement who had also
experienced doxxing, either while in the movement or after leaving it. Ethics approval was
obtained from Queen’s University’s General Research Ethics Board (GREB) for the project.
Before starting the interviews, we prepared fifteen open-ended questions to gather
information on four broad categories of the respondents’ experiences: how they joined the far-
right movement, the doxxing experience, the immediate impacts of being doxxed, and the
long-term impacts of being doxxed. Participants completed the interviews via video calls,
which were then converted to audio recordings and transcribed. As much as possible,
identifying information was removed from the transcripts, and while quoting their thoughts
below, we took measures to protect their identities. A Thematic Analysis approach was
adopted for the project and steps outlined by Naeem and colleagues (2023) were
implemented. First, one of the researchers and a research assistant separately immersed
themselves in the transcribed data to identify initial themes and relevant quotes. Next, core
ideas were identified in the data and used to develop codes (Naeem et al. 2023, 4). Codes
were checked for quality to ensure they accurately represent segments of the data they apply
to, and to ensure that they help in providing an interpretive lens for the broader research
questions. The codes were then grouped together “in meaningful ways to represent the data”

(Naeem et al 2023, 10).
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Both authors have been researching and working with extremists and former
extremists for many years. Potential participants were identifying through existing networks.
Even still, recruiting participants was challenging. Many formers were hesitant to participate
due to concerns about being identified or reliving traumatic events. Since one of these
traumatic events was the doxxing experience, some were concerned that another round of
media attention might follow if they spoke with us. The sample size is indeed small, but this is
largely because participants (1) had to be a current or former member of the far right and (2)
had to have been doxxed either while in the movement or after leaving it. Add to this the
reluctance some formers feel in sharing their story, and we are left with a naturally limited
participant pool. Despite these challenges, we interviewed ten former members of the RWE
movement who had also experienced doxxing.

An important additional caveat about the sample: our sample includes individuals who
were doxxed while still active in neo-Nazi movements, as well as those who were doxxed
after they had left these movements. However, due to the small sample size, we do not engage
in comparative analysis of how the timing of their doxxing impacted their deradicalization

processes. This could indeed be a valuable area for future research.
Doxxing Far-Right Extremists

In this section, we examine some of the main themes from our interview data, exploring the
immediate and long-term impacts, at times both positive and negative, of the doxxing
experience. The data reveals a multifaceted and profound array of consequences. These
impacts can be categorized into immediate and long-term effects on employment, family

relationships, social relationships, mental health, and safety.

Immediate Impacts: Employment, Safety, Mental Health
For some of our participants, the doxxing episode resulted in immediate shame and
embarrassment, with public ridicule and harassment. As one participant from the United

States noted, he had been out of the white nationalist movement for two years by the time he
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got doxxed, and it had immediate consequences on his ability to generate income as a social

media influencer. As he (Participant A) states,

During the pandemic | made TikTok videos about anime, and went up to 700,000
followers, 40,000 subs on YouTube, sponsorships and everything...I knew this whole
thing about my past would eventually be a problem but I couldn’t stop it, and
eventually some people were able to put two and two together and find it out, and |

was the main character on TikTok for a couple weeks...I left [the platform] after that.

For participants like this, the details of the doxxing were also not entirely accurate,

which made matters worse with friends, family and employers. As he (Participant A) notes:

There’s some misinformation in my doxxing that muddles the dates. So you know I
said | left [the movement] in October 2017 but the doxxing claims, because of some
Facebook bio change, that | was still in it when they doxxed me. So basically, there
was a racist quote on my Facebook that I didn’t change because I didn’t know it was
there, because I don’t even use Facebook... basically there are people who took that

and ran with it.

At this point, the rise in his celebrity on TikTok had led to sponsors, who were his
main source of income. All of that disappeared once the doxxing occurred. As he told us, “I
was a spokesperson for one of the largest production companies...from a PR standpoint you
can’t have a former Nazi...and that’s actually where the majority of my income was coming
from.”

This immediate impact on employment is one of the most significant consequences
faced by those who have been doxxed. Another participant from the United States lost his job
as a software engineer at Amazon almost instantly. He (Participant B) recounts the swift
nature of this impact: "The immediate impact was that my job [software engineer at Amazon]
was gone. So at this point the upside is that I know Jeff Bezos knows who I am. That’s not

much of a consolation prize | can assure you". Similarly, another interviewee (Participant C)
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from Canada experienced repercussions in his employment with a pop-up non-profit COVID
mutual aid organization. After a comment he made on Facebook was brought to the attention
of the Canadian Anti-Hate Network, he and the organizer mutually agreed to part ways.
Another Canadian former extremist (Participant D) also faced suspension from his military
job, highlighting the direct and immediate professional consequences of being doxxed.
Another consequence for many participants was impacts on their personal safety,
especially for particularly high-profile members of the far right. As one interviewee noted, he
was convinced that, based on his long-running belief that antifa was a violent organization,
that he was going to be found and killed by antifascist mobs. As he (Participant E) told us,

That was the biggest worry. | thought ANTIFA was going to kill me or kill my
parents. I had a tomahawk, and I was [to his parents] like ‘here put this in your office’.
That wouldn’t do anything because they weren’t prepared to use a tomahawk to
defend themselves, but I was worried about them...I’ve always been a licensed gun
owner, so I didn’t actually have much fear. The big thing was I started sleeping with a

knife behind my bed which | never did before.

For another participant (Participant F), whose personal information was made public
after his face was plastered all over the media, the everyday consequences were much more
traumatic and unceasing, from being harassed at school and being spit at when recognized at

restaurants.

| was in every article, I was on every news story, | saw myself everywhere. | was
recognized everywhere. | remember the university got so many threats against me and
against the university. I met with their head of security, and | had an officer with me
the entire time | was on campus — a police escort. It was my new normal, there was
nothing I could do, it was always this deep concern of I don’t know how this person is
going to react. I don’t know if the wrong person is going to see me and hurt me, and I
don’t know how to react. There was the time I was mobbed when I did my senior

thesis presentation to my classmates. There was a big protest waiting for me. A lot of
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them yelled at my mother. My mother is five feet tall, and a cancer survivor — like,
please don’t yell at my mother. They were yelling things like ‘why are you a Nazi
shit’. They wanted me to get the fuck out but also made a wall so I couldn’t leave. I
had a police officer escort me to my car. That was the most extreme thing that
happened at the university.

This participant, who had only been a member of the far right movement for a few
short months when his face was shown all over the media, went through extended periods of
anxiety and seclusion. He was afraid that he would be recognized, harassed, or even violently
attacked if seen in public. People who knew him best tried to be supportive and help him get
through it, but it still took a long time to build up the confidence to go outside. As he

(Participant F) tells us,

| went numb, | wanted to be worried, but | was just lying on the bed just not doing
anything. It eventually started evolving into a kind of freak out and not caring at the
same time. It was this really bizarre mix because, on the one hand, I knew | was
panicking and, on the other hand, people around me gave me the sense of confidence
that everything was going to be ok. The people around me were friendly, they bought
dinner, they laughed at everything. Kept going back between who cares and freaking

out, changing by the second.

Doxxing also places a strain on family relationships, often causing significant stress
and conflict. One participant, the former TikTok celebrity mentioned above, describes how he
has kept his political activities hidden from his conservative Republican father to avoid
upsetting him. He (Participant A) notes, "The only family member I’m close to is my dad and
he’s a conservative republican so I don’t like bringing up politics. He doesn’t know about any
of this and he never will". Another interviewee’s mother struggled to understand his
involvement with white nationalism, while his father was astonished that his political views

could lead to his dismissal from work. As he (Participant B) notes,
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My mother had a very hard time with the consequences, she didn’t know I was a white
nationalist. She had a really hard time with the concept, even understanding what it
was and all that. Oddly enough my father who 1 still consider slightly naive on some

subjects, he was kind of amazed | could be fired for a political position.

Another participant mentioned how his mother occasionally searches his name and
discovers distressing information, which he tries to downplay. The participant who had his
face plastered all over the media received some support from his family, though they found

out about his doxxing later. As he (Participant F) noted:

My parents both said something along the lines of ‘you’re an idiot, but you’re not a
Nazi; you’re not a racist. You’re just really dumb, really stupid’. There wasn’t
condemnation. Yes, you really fucked up but we aren’t going to abandon you right
now. We are going to help you weather the storm. It was very nice having their
support. They let me just relax and put it all away for a bit. They knew | was dealing
with it outside, so there was an unspoken rule of just ignore it, let’s just be normal
[when inside the house]...At this point I'm also extremely alienated. I lost all my
friends, all my social activities, any degree of normalcy was gone...it was extremely
lonely and isolating. I wasn’t talking to people online because I didn’t want to be

around people, so it was this really deep sense of isolation.

The doxxing of former white nationalists often leads to immediate and severe
consequences, including public shame, harassment, and significant professional impacts.
Overall, doxxing led to profound and multifaceted immediate impacts on the lives of those
who had left far-right movements, affecting their employment, personal safety, mental health,

and family dynamics.

Long-Term Consequences
The long-term impacts of doxxing on employment opportunities were profound for

many individuals. For the former TikTok celebrity (Participant A), the consequences of being
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doxxed became particularly significant after he graduated. Despite having a stellar academic
record, including a 4.0 GPA, two published research papers, and leadership roles in multiple
clubs, he received no interview offers. As he noted, "I graduated from my bachelor’s degree
in 2020, top of my class... zero interview offers.” This was compounded by misinformation in
his doxxing that muddled the dates of his involvement with far right groups, which affected
his mental health and career decisions.

Another interviewee from Canada experienced immediate job loss following his
doxxing. He (Participant D) recalled, "I was out of work starting when the article came out...
then in April | started at a greenhouse.” He highlighted that living in a rural area with less
stringent background checks made it easier for him to find work, although it was not ideal.
Another participant from the United States found it challenging to find work until he was able
to convince antifascist activists to take down the dox from their website. As he (Participant B)
told us,

I made it a point to get in touch with most of the Antifa. Like, ‘hey guys I get why you
did this, I’m out of the movement now, can we talk about getting your work up on me
taken off the internet?’. Because I’m sure most doxxing make someone very, very
googleable. Antifa requested | get in touch with one of their approved antiracist
activist people and I did, and that person sent them confirmation that | was indeed not
involved in the movement by their assessment. And they agreed to take it down right

at that point.

For another Canadian participant, finding work remained difficult due to the negative
publicity from his doxxing. He (Participant C) noted, “I am definitely having trouble finding
work because of what appears when you search my name.” Despite participating in research
studies and interviews to balance out the negative search results, the industry he wanted to
enter still actively used online networking, making his job search challenging.

The long-term impacts of doxxing on social relationships varied among individuals,
influencing their interactions with friends, partners, and broader social circles. One Canadian

former’s experience highlighted both resilience and adaptation in maintaining social
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relationships post-doxxing. He (Participant D) shared, "I had one friend google me. | kinda
explained what happened and they were like ‘ok’ I never had issues with the schools, with
partners, I’ve had a few girlfriends since I was doxxed. I’'m honest with them and no one has
cared very much if at all.” However, the doxxing incident did lead him to consider changing
his surname to avoid future confrontations. He explained, "That issue with my friend googling
was like a month ago, so it’s ongoing. I plan on changing my name I think when I go back to
Calgary. I’ve never been confronted about it in person, so that shook me up a bit." Potentially
changing one’s name to escape the attention brought on by the doxxing was expressed by a
few participants, who struggled with wanting to keep the name their parents gave them, as
well as to avoid the appearance of trying to erase their past, with the more practical
consideration of moving on with their lives.

For another participant, the impact on social relationships was more profound,
especially in terms of professional and personal identity. He (Participant E) discussed the
challenges of disclosing his past, stating, "The challenges now are probably trying to bring it
up to people in a way of saying that I’'m a former, there’s a lot of baggage there though.” The
discomfort extended to encounters with former associates, as he recounted, "I know neo-Nazi
lawyers in Toronto, and I’ve cut myself off from that scene, and that’s very uncomfortable to
me because I saw them a few times since I’ve been back. They would introduce me as the
most famous neo-Nazi in Canada." Despite advice to stay out of the public eye, he expressed
ongoing concerns about potential revenge from within the movement. When asked if he

planned to go public as a “former”, he noted:

No, I don’t think I need to be more public. [Friends] even suggested I don’t go public.
You have too much riding, you’re literally a lawyer in the States. I also plan on taking
over my dad’s law practice in the future when I get licensed. He’s like, you do not
want to go public, but I feel like 1 could be forced into a place to go public because
these guys are very vindictive, some of them in the movement...that’s a fear in my

mind that there will be a revenge type thing happening.
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The former who became famous in the media after his doxxing found a supportive
community in his religious circles, which helped him navigate social reintegration. He
(Participant F) explained, "Most of my friends that | socialized with were part of the religious
community, Catholic, [and they said] ‘you know the reason why we’re so forgiving is that
we’re Christians, it’s the fundamental thing we have to do so you know if you’re making a
genuine effort to be better, it’s our responsibility to bring you in’.” This sense of forgiveness
and inclusion was crucial for providing a foundation for rebuilding his social life post-

doxxing.

Conclusions and Recommendations

To conclude, we examine the question of whether participants see their doxxing — and the
doxxing of other members of the far right — as personally and societally beneficial in
hindsight. Responses proved to be complex, blending regret, growth, and mixed outcomes.

As one American former noted, the potential positive effects of doxxing on both
awareness and personal transformation depends on the individual. He (Participant A)
explains, "I think there are some people who need the doxxing to, first, realize the danger of
being a part of this and, second, there are some people who after being doxxed have changed
because of it." For him, the doxxing event catalyzed his involvement with Life After Hate, a
step he might not have taken otherwise: "While | have been trying to make amends since it
happened, I’ve been doing more since it came back up on TikTok, I think. I would never have
gotten involved with Life After Hate again, or the first time, had | not been doxxed, had I not
come back up on TikTok." He felt the doxxing he experienced was necessary, but wished it
had been conducted more accurately since, as noted above, the mistakes in the details of his
doxx caused a lot of problems with his friends and family. He feels somewhat liberated by the
experience, stating, "I feel a bit more free...had it not happened I probably would have been
hiding all the time", yet he remains uncertain about its overall benefits, acknowledging, "It’s
really hard to say what would have been better". Ultimately, he concludes, "I don’t quite

know if it is good or bad, I think it really depends on the target".
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A Canadian former’s perspective is more critical. He (Participant D) insists his
decision to leave the far right preceded the doxxing, stating, "I definitely wasn’t involved in
these groups, then doxxed, and had a sudden change of heart. It was like | made the decision
on my own to leave because I kinda realized how shitty it was, so I think that’s a big factor".

He views the doxxing as overwhelmingly detrimental, recounting significant personal losses:

I don’t think there’s anything beneficial to it [being doxxed]. I think that was the worst
thing that’s ever happened to me. I don’t benefit at all. I had major, major
consequences. | lost two very well-paid jobs, 90 percent of my friend group didn’t
want to associate with me, now they’re coming back a little bit, it’s still tense, and I
don’t live in Calgary anymore. What else happened? I was supposed to do my
master’s overseas, and the story caused troubles with my visa which is the whole

reason I’'m in Ontario actually, I had visa issues.

Despite recognizing the potential security rationale behind doxxing, he questions its

overall efficacy:

Let’s say you’re someone such as myself, you left years ago and you’re doing a bit
better and you get doxxed, you lose your employment. You might have a risk of
recidivism. Thankfully that didn’t happen to me. I have a good support system with
my family and some of my friends, but I’'m sure that there are many that don’t have
that at all, they could go back to associating with their past friends or groups, if you
want there to be less far-right extremists it’s not really conducive to that goal

necessarily.

Another participant (Participant E) presents a nuanced view, expressing uncertainty
about whether doxxing significantly influenced his exit from the far right: "l want to say, this
might be strange, it may not have ended up any differently. It may have though. It’s hard to
say — | may have exited just in the same way. Actually, | may have not gone as hardcore, I

may not have joined Patriot Front, possibly, possibly, I don’t know one way or the other. But
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| could see me maybe fading away earlier.” He recalls his initial reaction to the attention from
doxxing, admitting, "Because if I’'m honest I loved it at the time, I was like this is my fifteen
minutes of fame so to speak, like this is wonderful.” The “fifteen minutes of fame” allowed
him to travel to different parts of the country and skip the vetting process when joining other
groups — since he was already well known due to the doxxing. The doxxing, then, allowed
him to join darker and more violent groups because he brought some level of fame with him.
The participant (Participant F) who had his face plastered all over the media describes
his doxxing as a critical moment for self-reflection, recognizing it as the beginning of his
departure from the far right: "It was probably the first real moment where | realized | was
going down the wrong path. That was probably the first kernel of not regret but a desire to
move on and it was very small, and it didn’t really exist yet in a big way but ya that was when
| was first like my parents are right you know I really am stupid for doing this and you
shouldn’t do this". He experienced a conflicted response, oscillating between defiance and a
genuine desire to leave the movement: "on the one hand it was absolute defiance, dig your
heels in, no | will not change its who I am, dig your heels in and defend yourself. But behind
the scenes...I also told myself I’'m not going to be associated with these people anymore. It
wasn’t for me.” Despite the personal and professional setbacks resulting from doxxing, he

acknowledges its role in his development. As he states:

On the one hand I’'m glad it happened because I think it was kind of a forceful
correction but on the other hand it’s frozen my dreams, I’ve been told directly that my
path to my PhD is harder because of this. I’ve been rejected by schools repeatedly.
Getting into one is an absolute miracle. It’s put my career development on absolute
hold even with me saying this happened because of this, I want to undo what I’ve done
and a lot of them are just like, ‘no’. It’s this catch-22 you can’t be trusted because you
haven’t done anything, and you haven’t done anything because people don’t trust

2

you.

Nonetheless, he concludes on a positive note about his personal growth, "It has forced

me to develop into a better person. I am happier with who | am today than | was in college.
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I’m not angry anymore, I’'m not disgusted anymore, I’'m happier in my every day. My friends
are better than the ones in college, even if | was more social before. It has forced me to
become better."”

Based on interviews conducted for this study, several policy and behavioral
recommendations can be made for law enforcement, social media companies, and antifascist

activists considering the practice of doxxing.

Recommendations

Law enforcement agencies contemplating the use of doxxing as a tool to force
disengagement from extremist groups should tread cautiously. The immediate and long-term
impacts on individuals who have been doxxed, as outlined in this study, highlight significant
personal and social repercussions. Doxxing can lead to public shame, harassment, and severe
professional consequences, which may further isolate individuals and push them back towards
extremist groups rather than encourage disengagement (Gomez et al 2011; Pfundmair 2018).
Therefore, law enforcement should consider alternative strategies that do not involve public
exposure of personal information. Programs focusing on rehabilitation and reintegration,
which offer support and counseling rather than public shaming, may be more effective and
ethically sound.

Social media companies must uphold their terms of service, which typically prohibit
doxxing. Allowing doxxing to remain online, even if it is perceived to serve a public interest,
can result in significant harm, including harassment, loss of employment, and mental health
issues. Companies should implement stringent policies to remove doxxing content promptly
and ensure that mechanisms are in place for reporting and addressing such violations swiftly.
Additionally, companies could collaborate with law enforcement and experts in extremism to
develop more nuanced policies that protect user privacy while also addressing legitimate
public safety concerns.

Antifascist activists considering doxxing as a tactic against far-right extremists should
weigh the moral and ethical implications carefully. While the intent may be to protect the
community and expose dangerous individuals, our research highlights that doxxing can have

unintended negative consequences, including misinformation, public harassment, and long-
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term professional and social isolation for those doxxed. Antifascist activists should continue
to have lines of communication open for those who have been doxxed to reach out and have a
dialogue, as occurred with several of our interview participants. As these individuals leave the
movement, the personal information should be removed from online spaces so that it does not
create ongoing obstacles for employment, education, and relationships. As some research has
shown, the process of leaving itself is rife with post-exit stressors that should not be
compounded (Meredith and Horgan 2024). If doxxing is deemed necessary, it should be
carried out with meticulous attention to accuracy and the potential impacts on the individual’s
life (Clubb et al 2024).

It is essential to also clarify that our study focuses on individuals who have been
involved in far-right extremist environments, including both those who have committed
crimes and those who have not. We acknowledge that in many countries, including the United
States, one can legally be a neo-Nazi without engaging in criminal activities. Our research
does not imply that merely holding far-right views legitimizes doxxing; rather, it highlights
the complex ethical landscape where doxxing is employed as a tactic against individuals
perceived as threats due to their affiliations or actions within extremist environments.

It is true that the ethical implications of doxxing non-criminal individuals who hold
extremist views warrant serious consideration, and should be discussed more in the field. This
complexity is precisely why we refrain from endorsing or condemning doxxing as a blanket
practice. Instead, we explore its varied impacts on individuals and communities, recognizing
that doxxing can lead to significant personal and social repercussions regardless of the legal
status of the individual’s actions. Ultimately, if helping individuals leave hateful movements
and getting them to reintegrate into society is the ultimate goal — and we argue that it should
be — then some real thought needs to go into the role that doxxing plays in this process, when
it may be harmful, when it may backfire, and when it may be necessary.

180
Amarasingam & Galloway: The Costs and Benefits of Doxxing Far-Right Extremists



JOURNAL FOR Fall 2024

No. 40

DERADICALIZATION ISSN: 2363-9849

References

Amarasingam, A., Argentino, M.-A., & Macklin, G. (2022, July). The Buffalo attack: The
cumulative momentum of far-right terror. CTC Sentinel, 15(7). https://ctc.westpoint.edu/the-
buffalo-attack-the-cumulative-momentum-of-far-right-terror/

Amarasingam, A., St-Amant, M., & Jones, D. A. (2024, June). ‘Run silent, run deep’:
Examining right-wing extremism in the military. Perspectives on Terrorism, 18(2).

Anderson, B., & Wood, M. (2021). Doxxing: A scoping review and typology. In J. Bailey, A.
Flynn, & N. Henry (Eds.), The Emerald international handbook of technology facilitated
violence and abuse (pp. 205-226). Emerald Publishing Limited.
https://www.emerald.com/insight/publication/doi/10.1108/9781839828485

Chen, Q., Chan, K. L., & Cheung, A. S. Y. (2018). Doxxing victimization and emotional
problems among secondary school students in Hong Kong. International Journal of
Environmental Research and Public Health, 15(12).
https://pubmed.ncbi.nlm.nih.gov/30486402/

Cheung, A. (2021). Doxxing and the challenge to legal regulation: When personal data
become a weapon. In J. Bailey, A. Flynn, & N. Henry (Eds.), The Emerald international
handbook of technology facilitated violence and abuse (pp. 577-594). Emerald Publishing
Limited. https://www.emerald.com/insight/content/doi/10.1108/978-1-83982-848-
520211041/full/html

Clubb, G., Altier, M.-B., Kobayashi, Y., Davies, G., & Brownsord, E. (2024). Combating the
Terrorist Stigma: Communicating Rehabilitation and Reducing Barriers to

Reintegration. Terrorism and Political Violence, 1-18. doi:10.1080/09546553.2024.2317801
Colton, J. S., Holmes, S., & Walwema, J. (2017). From NoobGuides to #OpKKK: Ethics of
Anonymous’ tactical technical communication. Technical Communication Quarterly, 26(1),
59-75. https://doi.org/10.1080/10572252.2016.1257743

Douglas, D. M. (2016). Doxxing: A conceptual analysis. Ethics and Information Technology,
18, 199-210. https://doi.org/10.1007/s10676-016-9406-0

Franz, A., & Thatcher, J. B. (2023). Doxxing and doxxees: A qualitative analysis of victim
experiences and response. ECIS 2023 Research Papers.
https://aisel.aisnet.org/cgi/viewcontent.cgi?article=1396&context=ecis2023_rp

Gomez, A., Morales, J. F., Hart, S., Vazquez, A., & Swann, W. B. (2011). Rejected and
Excluded Forevermore, but Even More Devoted:Irrevocable Ostracism Intensifies Loyalty to
the Group Among ldentity-Fused Persons. Personality and Social Psychology Bulletin,
37(12), 1574-1586. doi:10.1177/0146167211424580

181
Amarasingam & Galloway: The Costs and Benefits of Doxxing Far-Right Extremists


https://ctc.westpoint.edu/the-buffalo-attack-the-cumulative-momentum-of-far-right-terror/
https://ctc.westpoint.edu/the-buffalo-attack-the-cumulative-momentum-of-far-right-terror/
https://www.emerald.com/insight/publication/doi/10.1108/9781839828485
https://pubmed.ncbi.nlm.nih.gov/30486402/
https://www.emerald.com/insight/content/doi/10.1108/978-1-83982-848-520211041/full/html
https://www.emerald.com/insight/content/doi/10.1108/978-1-83982-848-520211041/full/html
https://aisel.aisnet.org/cgi/viewcontent.cgi?article=1396&context=ecis2023_rp

JOURNAL FOR Fall 2024

No. 40

DERADICALIZATION ISSN: 2363-9849

Kimball, M. A. (2017). Tactical technical communication. Technical Communication
Quarterly, 26(1), 1-7. https://doi.org/10.1080/10572252.2017.1259428

Matthews, R. S., Aghili, S., & Lindskog, D. (2014). A study of doxxing, its security
implications and mitigation strategies for organizations. Concordia University of Edmonton.
https://concordia.ab.ca/wp-content/uploads/2017/04/Roney Mathews.pdf?x60138

Meredith, K. and Horgan, J. (2024). After they leave: exploring post-exit distress in former
violent extremists. Journal for Deradicalization. No. 38.
https://journals.sfu.ca/jd/index.php/jd/article/view/865

Moreham, N. A. (2014). Beyond information: Physical privacy in English law. Cambridge
Law Journal, 73(2), 350-377. https://www.cambridge.org/core/journals/cambridge-law-
journal/article/abs/beyond-information-physical-privacy-in-english-
law/793E5B27E6B326634C74542A80A042C5

Naeem, M., Ozuem, W., Howell, K., and Ranfagni, S., 2023. A step-by-step process of
thematic analysis to develop a conceptual model in qualitative research. International Journal
of Qualitative Methods, 22, pp.1-18. DOI: 10.1177/16094069231205789.

Pfundmair, M. (2018). Ostracism promotes a terroristic mindset. Behavioral Sciences of
Terrorism and Political Aggression, 11(2), 134-148. doi:10.1080/19434472.2018.1443965

Veilleux-Lepage, Y., Daymon, C., & Amarasingam, A. (2020, December). The Christchurch
attack report: Key takeaways on Tarrant’s radicalization and attack planning. ICCT
Perspective. https://www.icct.nl/publication/christchurch-attack-report-key-takeaways-
tarrants-radicalization-and-attack-planning

182
Amarasingam & Galloway: The Costs and Benefits of Doxxing Far-Right Extremists


https://concordia.ab.ca/wp-content/uploads/2017/04/Roney_Mathews.pdf?x60138
https://www.cambridge.org/core/journals/cambridge-law-journal/article/abs/beyond-information-physical-privacy-in-english-law/793E5B27E6B326634C74542A80A042C5
https://www.cambridge.org/core/journals/cambridge-law-journal/article/abs/beyond-information-physical-privacy-in-english-law/793E5B27E6B326634C74542A80A042C5
https://www.cambridge.org/core/journals/cambridge-law-journal/article/abs/beyond-information-physical-privacy-in-english-law/793E5B27E6B326634C74542A80A042C5
https://www.icct.nl/publication/christchurch-attack-report-key-takeaways-tarrants-radicalization-and-attack-planning
https://www.icct.nl/publication/christchurch-attack-report-key-takeaways-tarrants-radicalization-and-attack-planning

JOURNAL FOR Fall 2024

No. 40

DERADICALIZATION ISSN: 2363-9849

About the JD Journal for Deradicalization

The JD Journal for Deradicalization is the world’s only peer reviewed periodical for the
theory and practice of deradicalization with a wide international audience. Named an
“essential journal of our times” (Cheryl LaGuardia, Harvard University) the JD’s editorial
board of expert advisors includes some of the most renowned scholars in the field of
deradicalization studies, such as Prof. Dr. John G. Horgan (Georgia State University); Prof.
Dr. Tore Bjgrgo (Norwegian Police University College); Prof. Dr. Mark Dechesne (Leiden
University); Prof. Dr. Cynthia Miller-Idriss (American University Washington D.C.); Prof.
Dr. Julie Chernov Hwang (Goucher College); Prof. Dr. Marco Lombardi, (Universita
Cattolica del Sacro Cuore Milano); Dr. Paul Jackson (University of Northampton); Professor
Michael  Freeden, (University of Nottingham); Professor Hamed EI-Sa'id
(Manchester Metropolitan University); Prof. Sadeq Rahimi (University of Saskatchewan,
Harvard Medical School), Dr. Omar Ashour (University of Exeter), Prof. Neil Ferguson
(Liverpool Hope University), Prof. Sarah Marsden (Lancaster University), Prof. Maura
Conway (Dublin City University), Dr. Kurt Braddock (American University Washington
D.C.), Dr. Michael J. Williams (The Science of P/CVE), Dr. Mary Beth Altier (New York
University) and Dr. Aaron Y. Zelin (Washington Institute for Near East Policy), Prof. Dr.
Adrian Cherney (University of Queensland), Dr. Wesley S. McCann (RTI International), and
Dr. Daren Fisher (Hampton University).

For more information please see: www.journal-derad.com

Twitter: @JD_JournalDerad
Facebook: www.facebook.com/deradicalisation

The JD Journal for Deradicalization is a proud member of the Directory of Open Access
Journals (DOAJ).

ISSN: 2363-9849

Editor in Chief: Daniel Koehler

183
Amarasingam & Galloway: The Costs and Benefits of Doxxing Far-Right Extremists


https://web.archive.org/web/20160526053410/http:/www.proquest.com/blog/mfl/2015/Journal-for-Deradicalization.html
http://www.journal-derad.com/
http://www.facebook.com/deradicalisation

